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Preface

Preface

Symphia NowForce's advanced dispatch and response technology provides comprehensive
situational awareness. Symphia NowForce allows dispatchers, responders and third-party
resources to share insights in real-time, creating faster response times to potential threats and
active incidents. Symphia NowForce leverages an integrated system of live and historical event
data, state-of-the-art mapping, and tailoredmobile applications for responders' and reporters'
input to ensure that the closest, best equipped andmost appropriate personnel is dispatched.

About this Document
This guide provides an overview to the Policies feature. The guide includes:

•  Introduction to the Policies user interface.
•  Policy workflows in the NowForce system.
•  The recommended sequence of tasks required to prepare, initiate andmanage the use of
Policies in your NowForce installation.

Contacting Cognyte Sales and Marketing
Cognyte is a global leader in security analytics software that empowers governments and
enterpriseswith Actionable Intelligence for a safer world. Our open software fuses, analyzes and
visualizes disparate data sets at scale to help security organizations find the needles in the
haystacks. Over 1,000 government and enterprise customers in more than100 countries rely on
Cognyte’s solutions to accelerate security investigations and connect the dots to successfully
identify, neutralize, and prevent threats to national security, business continuity and cyber
security.

To schedule an online demo today, contact us on:

•  https://www.cognyte.com/contact/
•  insidesales@cognyte.com

•  +1866-639-8482

https://www.cognyte.com/contact/
mailto:insidesales@cognyte.com
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Contacting Cognyte Service and Support

Contacting Cognyte Service and Support
At Cognyte, we value our users and partners, and we strive to continuously improve the customer
service experience. Cognyte Smart Support™ ensures 24/7, on-demand service and support.
Enter support requests, access training and troubleshooting tips, initiate RMAs, checkwarranty
status, access resources, andmore.

If you encounter any type of problem after reading this document, contact your local distributor or
Cognyte representative. For themain service and support page on the Cognyte web page, visit:
https://www.cognyte.com/contact

For immediate assistance, contact the support team:

Cognyte Support™ App Contact Support
Android

iOS

Americas Phone: +1-866-639-8482 or +1-303-254-
7005

Email: symphia.support@cognyte.com

CALA: Open 9:00 am to 5:00 pm (EST)
Monday to Friday

Canada/USA: Open 9:00 am to 5:00 pm
(Local Time)Monday to Friday

Europe, Middle
East, and Africa

Phone: +44 (0) 845-843-7333

Israel: +972 99624286

Email: symphia.support@cognyte.com

Open 8:00 am to 6:00 pm (GMT)Monday to
Friday

Asia/Pacific India: (+91) 124 415 9500

Singapore: (+65) 6549 7769

Email: symphia.support@cognyte.com

Open 9:00 am to 5:00 pm Local Time
(Monday to Friday)

https://www.cognyte.com/contact
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Introduction

Introduction

Symphia NowForce Policies is a fully integrated, complete workplace health and safety solution
for your organization.

This guide covers:

•  The prerequisites required for a successful policies deployment.
•  The typical workflows for creating andmanaging polices in your NowForce installation.
•  The user-system interactions, set at the organization level, that determine user participation in
policies.

•  Themanagement of user privacy needswhile maintaining desired levels of monitoring.

Who Should Read this Guide?
The guide assumes that the reader knowswhat NowForce does, how it works, and how to
configure NowForce. To readmore, see the NowForce User Guide.

The guide is intended for the following user personae: Administrators, Dispatch Operators and
Mobile App Users (Field Supervisors and Employees).

The relevant sections for each personae is shown below:

User Relevant Sections
Administrator •  "Overview of Policies" (page 7)

•  "Policies Prerequisites" (page 11)
•  "PoliciesWorkflows" (page 12)

•  "Policy User Interface" (page 17)
•  "Creating a New Policy" (page 19)

Dispatcher/Operator •  "Applying Policies to Single Users" (page 27)
•  "Applying Policies toMultiple Users" (page 28)
•  "Monitoring Policies" (page 30)

Mobile App Users •  "Policies Use Cases" (page 14)

https://verintconnect.com/Authoring/VIS/Technical/Assets/Shared Documents/Verint NowForce User Guide.pdf
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Overview of Policies

Overview of Policies

TheNowForce Policies framework is a our Workplace Health and Safety Solution, designed
specifically to assist your organizationmanagemajor disruptive events, like Covid-19. Policies
enables you to create andmanage dynamic guidelines for your organization to reduce risk and
simplify your on-site processmanagement.

Policies Framework
Themain objectives of the Policies Framework are:

•  Maximizing workforce potential for bothmobile and facility-based workforces.
•  Minimizing health and safety threats to your organization.
•  Providing all levels of your organization clear visibility of the regulations, procedures, access
control, mitigating ambiguities andmisunderstandings.

•  Empowering organizations to follow and implement local authority regulations.

•  Respecting and preserving the privacy of your employees.

Typical Use Cases
Typical use cases include:

•  Granting and updating access privileges of permitted users/employees to company facilities.
•  Coordinating themanagement of facility capacity, geographic capacity and workforce
movement.

•  Monitoring in real-time access to facilities with policy-specific QR codes.

•  Collecting andmonitoringmanual and automatic user updates and forms on a routine basis.
•  Automating smart massmessaging and response collection. 
•  Identifying at-risk employees (for example, users who have come into contact with a confirmed
Covid-19 positive individual) and assigning those employees into a suitable policy for monitored
management.
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Integrating Capabilities

Integrating Capabilities
The Policies Framework integrateswith themultiple features in the NowForce platform. Policies
are administered in NowForce Dispatcher/Operator and can be applied to users with the
Monitored Reporter or a higher license. Employees interact with policies via the NowForceMobile
App.

The diagram below illustrates the full capabilities of the NowForcemodules that engage with
Policies.

The Policies framework is designed to be entirely personalized to your organization.

Integrating Modular Customizable
Capabilities

Policies settings aremodular and customizable, and you have the flexibility to include some or all
of the following when designing your policies:

•  Access restrictions and privileges for specific sites.
•  Transition (switching) rules that specify how users enter and exit a policy.

•  User Updates, including detailed forms, for employees to complete and send.
•  User Updates posted or logged to the system by a third-party (by the operator, devices, QR
scanning).

•  Smart Messaging that interprets each user's unique response to a bulk-sent message to apply
the relevant policy to the user.
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Simplifying Policies Transition Rules

•  Capacitymanagement that allows you to define the specific percentage (or absolute number)
of employees allowed on site or in a policy.

•  Location tracking that monitors the entrance of employees into and out of specified geofences
within a policy.

Note
NowForce's Adaptive Location tracking ismonitored on themobile device and can be
switched off for specific user profiles or policies. Routine location coordinates are not
shared with the server. Only if a user breaches a policy, for example entering/exiting a
predefined geofence, is the breach communicated to the server.

•  Exposuremonitoring (contact tracing) via Bluetooth contact tracing of via location cross-
checking. The contact tracing protocol ismanaged andmonitored automatically on the devices
remotely. No personal information is shared unless the user/employee actively chooses to
notify the operators.

Simplifying Policies Transition Rules
The ability to automate thousands of user-system interactions under a single coherent and logical
set of rules is themainstay of the Policy framework. Simplifying and adapting the policy transition
rules to enable dynamicmatching to shifting public policy, local regulations or company needs.

You can set automated logical triggers for users, that define a user's transition from one policy to
another. These triggers are shown on the left-hand side of the diagram, and include: user update
form, images and scans, entrance or exit of a geofence, and dispatcher posts to user updates
logs.

The NowForce system processes updates received and can automatically transition users into the
relevant policy. All changes are logged in the system and retrievable from the users' logs.
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Simplifying Policies Transition Rules

You can createmultiple policies tomanage different routine and non-routine scenarios for your
organization. Typical use cases are described in the "Policies Use Cases" (page 14) section.
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Policies Prerequisites

Policies Prerequisites

The following requirements aremandatory to enable the Policies feature:

Requirement Performed by
Policies-relevant system configurationsmust be enabled. NowForceSupport

A Monitored Reporter (or higher) licensemust be applied to all
mobile users participating in the Policies framework.

Administrator

Download and installation of the NowForceMobile App version 5.6
or higher on user'smobile devices.

Users

Optional: Purchase of BT (Bluetooth) Exposure Notification
(Covid-19) licenses.

Note
Required only for BT Exposure Notification functionality.

Administrator

Optional: Application of BT (Bluetooth) Exposure Notification
(Covid-19) licenses to required user profiles.

Administrator

Required licenses per user:

License Requirement Required for
Monitored Reporter (or higher) license All users/employees participating in the Policies

framework.

Advanced Responder (or higher) license All field supervisors participating in the Policies
frameworkwho require scanning of QR codes.

Dispatcher Operator All operators (security, safety, HR etc) managing
the application of Policies in the NowForce
system.

Administrator All administrators configuring and defining Policies
in the NowForce system.

For further details see the NowForce Licensing Guide.

https://verintconnect.com/Authoring/VIS/Technical/Assets/Shared Documents/Verint NowForce 5.6 Licensing Guide.pdf
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Policies Workflows

Policies Workflows

New policies are created by the administrator and then assigned to users by either the operator or
administrator. Users engage with the policy feature via their NowForceMobile App and their
responses aremonitored in the NowForce Dispatcher.

Before you begin
Ensure your organization's workplace health and safety requirement guidelines are clearly
defined, so you are able to action these guidelineswhen creating a new policy.

Task Steps Location in NowForce Performed
by

Developing a
New Policy

Ensuring all "Policies
Prerequisites" (page 11) for
licensing and system
requirements aremet.

•  Profiles Settings
•  License Settings
•  Organization Configuration
Settings

Administrator

"Creating a New Policy"
(page 19)

Policy Settings page Administrator

Managing
Policies

"Applying Policies to Single
Users" (page 27)

User Management window Dispatcher

"Applying Policies toMultiple
Users" (page 28)

User Panel Dispatcher

"Monitoring Policies" (page
30)

Dashboard window Dispatcher
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Getting StartedWorkflow

Getting Started Workflow
TheGetting Started workflow demonstrates how aworkplace health and safety policy is initially
planned and implemented using NowForce. For more information about how the Policies feature
integrateswith your NowForce deployment, see "Overview of Policies" (page 7).
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Policies Use Cases

Policies Use Cases
Policies are designed tomonitor workplace health and safety. The use case describes how an
employee reports their COVID-19 positive symptoms via the NowForceMobile App.

1. The user sends in a user update, the system receives the update, and the user is automatically
transitioned into a "not allowed at workplace" policy.

2. When the user arrives at the workplace and present their QR code for scanning, they are
denied access.

3. Only once they send a user update that indicates they are healthy, will they be assigned into an
"allowed at work" policy and receive aQR code that allows them to enter the facilities.

The typical workflows for an All Healthy Declaration and a Declaration of Symptoms in the
NowForce system are described below:
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All Healthy Declaration Use Case

All Healthy Declaration Use Case
In this example, users that complete health declarations (or any other type of update or form that
indicates they are healthy) are assigned into an "allowed at work" policy as follows:

1. A health declaration is available on the user'smobile device according to the user's assigned
policy.

2. From their NowForceMobile App the user sends an update indicating that they are healthy.

3. The NowForce system automatically applies the policy transition rule and the user ismoved
into a "allowed at work" policy.

4. Scanning the user's QR code on their NowForceMobile App at the access point
grants the user access to the premise.

5. The user remains in the "allowed at work" policy until a transition trigger for
exiting (revoking) the "allowed at work" policy is received - this could be the
expiration of a set time allocation or upon exit of the geofence or other.

6. The user receives a notification in the NowForceMobile App to indicate they
have beenmoved into a different policy.
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Declaration of SymptomsUse Case

Declaration of Symptoms Use Case
1. Based on the current assigned Policy, the user (employee) will have an option to send an

update with a form, in this example, a health declaration indicating symptoms.

2. If the user sends a health form indicating existence of symptoms, this triggers a transition to a
"Blocked access" policy.

3. The NowForce system automatically applies the transition rule and the user ismoved into an
"Cannot enter" policy, with no access allowed to the workplace.

4. A 'no access allowed' message andQR code is sent to user's NowForceMobile App.

5. If the employee attempts to enter the office facility and the guard at the entrance scans the
employee'sQR code on their NowForceMobile App amessage that a 'no access allowedQR
was scanned' in NowForce Dispatcher.

6. The guard can either add a text entry to the user's log indicating the user was refused entry or
even create an incident in the system to trigger dispatch of other officers to address the
situation.

7. The user remains in an "Cannot enter" policy until either a preset expiry time passes or
manually by the HR operatorthe user sends an update that triggers their transition into
an"Allowed access" policy.
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Policy User Interface

Policy User Interface

This section describes the layout and key terms in the Policy Settings page.

Policy Settings Layout
You can access the policy setting using the following tab:

•  In the General tab you set a name and policy description, and set the policy access control
requirements.

•  In the Transition Rules tab you to set the automated entrance and exit rules for the policy.
•  In the Location Settings tab you set the requirements and exceptions for mobile location
tracking in the policy.

•  In the ExposureMonitoring tab you set the contact tracing parameters of the policy. See "Add-
On Feature BT (Bluetooth) Exposure Notification " (page 31).

•  In the Geofence tab you set the primary and additional geofences for the policy.
•  In the User-System Interactions you define QR scans and User Updates for the policy.

See "Creating a New Policy" (page 19) for the detailed tasks required to create a new policy for
your organization.
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Policy Terms and Definitions

Policy Terms and Definitions

Term Definition
Access Control Specifies locations that users assigned to this policy can access. Locations can be

added to the configurable list.

Access
Restrictions

The free text fields where the Administrator describes the restrictions and limitations of
the policy.

Access
Privileges

The free text field where the Administrator details available access privilege of the
policy.

Adaptive
Location
Settings

The location settings that can be configured for different frequency and accuracy of
mobile device tracking.

Note
•  Only applies if mobile locationmonitoring of users is enabled.
•  These routine locations are saved only to the users mobile device (for
geofencing and future contact tracing purposes) and are not shared with the
server.

Exposure
Tracking

Tracking and saving of intersections of mobile devices, between two or more
individuals using the Bluetooth tool on the app. A time threshold for each exposure can
be preset.

ExposureMatch When an one individual alerts the system they have been infected and applications on
other individual devices identify the an intersection with the infected individual.

User Update Continuous updates registered to the User’s log. These updates can be posted by the
monitored user via the NowForceMobile App or by another authorized
Supervisor/Operator via themobile or desktop applications.

Geofence Circular areas defined by a center address and radius. The Policies settings allow
definedmonitored geofences that trigger alerts in the system.

Rule Violation User action that violates a determined policy restriction.

Transition
Trigger

A user action that can automatically transition a user from one policy to another.
Triggers can include user updates, form submission, entering or exiting a geofence,
elapsed time, exposure notifications etc. These are set as transition rules in the policy
settings.

Entrance Rule An associated user action that triggers a change in the user policy granting (or
restricting) the user access. Specific updates can be set to transition the user into a
higher or lower level policy.

Exit Rule A time defined as expiry for a policy.

Limitations Maximum number of individuals, either absolute or percentage of workforce, whether in
a location or in a policy.
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Creating a New Policy

Creating a New Policy

This section describes how an administrator creates a new policy in NowForce.

▼  To create a new policy

1. In the corner of theMain screen, clickSettings (gear).

2. Click thePolicies tab andNew Policy to create a new policy.

The new policy screen opens in theGeneral tab.

Note
All fieldsmarked with an asterisk are compulsory.
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Creating a New Policy

3. Enter aName and select a policy identifierColor from the dropdown.
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Creating a New Policy

4. To define AccessControl for this policy, select theEnable Access Control checkbox and the
relevant access control option from the field below.

Note
To add a new access control option, clickEdit Access Controls, add a new access control
option, and clickAdd. When the option becomes available, clickClose.

5. Complete theRestrictions andPrivilege text boxes.

The AccessControl, Restrictions and Privileges display in themobile app.
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Creating a New Policy

6. SelectPolicy Capacity to include a user threshold in the policy.

An alert will sent to the Dispatcher when the capacity cap set in the policy is reached.

7.

Note
You can set the capacity parameters to either a percentage of your workforce or absolute
number of users in the policy.

To set your capacity threshold:

a. As percentage of your workforce, selectUsers in policy exceed and enter the% value of
the workforce in the field, or 

b. As an absolute number, selectUsers in policy reach and enter the number in the field.

Note
To define your workforce, selectDefine Workforce. This opens the Policies
Dashboard. Select theWorkforce tab and either theAll Users or Exact Number to
define your workforce.
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Creating a New Policy

8. Select the required Transition rule for the policy.
a. Select theAutomated Entrance Rules and from the dropdown select the requiredUser

Updates.

Note
To add a new User Updates option, clickAdd in the User Update window.

b. Select theAutomated Exit Rules checkbox and set the Time limit andSwitch user to
policy options.

9. If you require location tracking selectEnable Mobile Tracking and adjust the Android and
iOS frequency settings.

Note
To view the full location tracking and sharing controls in the system select theMobile
Tracking Settings link to open theMobile Tracking Settings page.
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Creating a New Policy

10. If you require Exposure Notification (Contact Tracing) select theEnable contact tracing
option.

Note
You can adjust the Bluetooth and Location settings.

11. Select the preferredWhat Happens When There is a Match option.

12. SelectChange policy to automatically change the users policy the policy selected from the
list.

13. In the Geofence tab selectPrimary address. You can addmore geofences by clickingAdd
Geofence.

Note
ClickingGeofence Settingswill exit you from the Policy settings. You will be prompted to
save your changes to your new policy before your exit.
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Creating a New Policy

14. InUser-Sytem Interaction tab:
a. InQR Scan Triggering define what happenswhen aQR code is scanned. Select to

select the Change User Update that will be posted to the user's log.

The users' QR code is scannable on a field supervisor'smobile device. The scanning of the
QR code displays the user's details and updates their User Log, this is shown below.

z

Note
ClickingUser Updates Settingwill exit you from the Policy settings. You will be
prompted to save your changes to your new policy before you exit.
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Creating a New Policy

b. In theUser Update section click + to add the user updates available to
users in the policy.

The available User Updates display in themobile app.

15. ClickSave.
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Applying Policies to Single Users

Applying Policies to Single Users

This section describes how you can set a policy for a single user.

▼  To apply a policy to a single user.

1. In theMain screen, select Users icon from the taskbar.

2. In the Users Panel, stand on the user's image displayed in theActions column and selectEdit
from the popupmenu. The User Management window opens.

3. In the User Management window, select theORGANIZATION tab and then select the
POLICIES.

4. Select a policy.

5. ClickSave.

The user receives an alert indicating that their policy has been changed.
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Applying Policies toMultiple Users

Applying Policies to Multiple Users

This section sets how you can set a policy tomultiple users.

▼  To apply a policy tomultiple users

1. In the Dispatcher screen, select Users icon from the taskbar top open the Users Panel.

2. In theUsers Panel select the users.

3. Select theBulk Users icon on the panel toolbar.

4. ClickChange user policy.

TheChange users policywindow opens.
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Applying Policies toMultiple Users

5. Select the policy you want to change the users too. A green box appears around the policy.

6. ClickSave.
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Monitoring Policies

Monitoring Policies

This section sets out the steps required by the Administrator to monitor policies in NowForce.

▼  Tomonitor a policy

1. On the task bar, in the upper right corner of theDispatcher screen. Select the Dashboard
icon.

2. Select thePolicies option and thePolicies Dashboard opens.

The number of users in each policy appears on the right hand side. You can also view policy
related Locations (geofences) and theWorkforce settings.
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Add-On Feature BT (Bluetooth) Exposure Notification

Add-On Feature BT (Bluetooth)
Exposure Notification

BT (Bluetooth) Exposure Notification (Contact Tracing) is an add-on installed as part of the
NowForceMobile App. The BT Exposure Notification requires users to have a license of
monitored reporter or higher functionality. The BT Exposure Notification utilizes Bluetooth to
provide accuratemeasurements of interaction (intersection) between employees’ mobile devices.
To ensure user privacy, mobile devices are identified by a NowForce Anonymous ID.

Note
•  BT Exposure Notification workswith the Android app in the background.
•  The iOS app can be in the background to receive and register other devices, but must be in
foreground in order to transmit the NAI (NowForce Anonymous ID).
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Add-On Feature BT (Bluetooth) Exposure Notification

A typical BT Exposure Notification workflow in the NowForce system is described in the sequence
below:

1. The user installs the NowForceMobile App and a NowForce Anonymous ID (NAI) is
automatically generated by the system and assigned to their mobile device.

2. The Administrator purchases BT EN (Bluetooth Exposure Notification) licenses and adds to
the Profiles.

3. The Administrator applies the Profiles to Users and adds them to a BT Exposure Notification
enabled Policy.

4. The User submits a User Update via the NowForceMobile App indicating Covid-19 positive
status.

5. Their response triggers an automatic BT exposurematch review of the user's NAI and all other
employeesNAIs.

6. Discovered exposurematches receive an automated anonymous notificationmessage from
the NowForce system alerting them to their potential exposure.
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Add-On Feature BT (Bluetooth) Exposure Notification

7. The potentially exposed employees can share this information by sending a User Update in
NowForceMobile App and this can subsequently trigger a policy transition.

8. The user remains in this new policy until either sending a further update from their NowForce
Mobile App or if a predefined time has expired (in which case the policy can switch to a
"Healthy" or "Allowed to Enter" policy).
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